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Privacy statement

At Core-Asset, we are committed to protecting and
respecting your privacy.

This policy explains when and why we collect personal
information about people who engage with our services,
how we use it, the conditions under which we may
disclose it to others, and how we keep it secure.

We may change this policy from time to time, so please
check this policy occasionally to ensure that you are
happy with any changes.

By engaging with us (either by applying for a job we are
advertising, registering through our website, or getting in
touch with our business) you are agreeing to be bound
by this policy.

Any questions regarding this Policy and our privacy
practices should be sent by email to our Data Protection
Officer, Julie Fraser — Julie@core-asset.co.uk — or by
writing to Julie Fraser, WeWork c/o Julie Fraser, 80
George Street, Edinburgh, EH2 3BU.

Who are we?

We are Core-Asset Consulting, a recruitment business
dedicated to finding people jobs in the financial services,
accounting & legal sectors within Scotland.

Core-Asset Consulting is a Limited Company (no.
SC282072). The registered address is Core-Asset
Consulting, 80 George Street, 3" Floor, Edinburgh, EH2
3BU.

How do we collect information from you?

We obtain information about you when you engage with
us. For example:

e When you apply for a job we are advertising either
on our own website or on our partners’ job-board
websites

e When you register on our website or enquire about
our services

e When you meet with us in person and complete our
registration forms

¢ When you secure a role, and we may have to collect
extra information from you in order to perform
background checks using our electronic vetting forms

e When you kindly complete our surveys, as from time
to time we may ask you how we can improve our
services

What type of information do we collect
from you?

The personal information we collect from you commonly
includes the type of information that is likely to be listed
on your CV, for example, your name, address, contact
information, educational and work history.

We are likely to ask you for additional details to help you
find a job and help us comply with our regulatory
undertakings. For example, the type of job you are
looking for, your previous salary, your nationality, and
your ability to work in the UK (for which you will be asked
to provide documentary evidence).

We may also ask you to provide us with additional
sensitive data, such as your age, ethnicity, religious
beliefs, gender, sexual orientation, and any disabilities.

The reason we ask for this sort of data is to assist us in
monitoring our diversity and inclusion statistics. This
information is not used in any other way. Also, it is
entirely optional if you wish to share this information with
us and by doing so help us promote diversity and
inclusion across our services.

If we are engaging with you to perform pre-employment
background checks, it is likely we will need to ask you for
additional personal information to carry out this service.

This is likely to include your financial history, criminal
history, referee details, etc. Your additional consent will
be sought at this point.

If we are engaging with you because we are acting as
your interim employer (for example, you may be temping
or contracting via our business) it is likely we will ask for
additional information to provide these services and
ensure we are acting as a responsible employer.

This will be information such as your bank details (so we
can pay you), your next of kin’s contact details (in the
event of an emergency) and any reasonable
adjustments you may require from your workplace (for
example, as a result of a disability).

If you have engaged with us via our website, it is likely
we will have retained additional information that is not
listed above (such as your IP address and browsing
habits). Please see section ‘use of cookies’ for more
information.

How is your information used?
We may use your information to:

e help you find a job by notifying you of new
vacancies

e share with our clients to help you find a job
(although your specific consent will be obtained on a
case-by-case basis)

e send you communications in relation to your job
search and our recruitment services

e send you communications in relation to hiring new
talent (our clients only)

e carry out our obligations arising from any contracts
entered into by you and us
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e seek your views or comments on the services we
provide

e notify you of changes to our services to you

e perform  pre-employment background checks
(additional consent will be sought)

e act as your interim employer if applicable (additional
consent will be sought)

Due to the long-term nature of job searching and the
relationship with our clients, our retention period for
personal information is five years. This period begins
from the last time we have had contact from you. In some
cases, we are legally required to hold some types of
information to fulfil our statutory obligations, although it is
unlikely this will exceed five years.

Who has access to your information?
We will not sell or rent your information to third parties.

We will not share your information with third parties for
marketing purposes.

Our clients

To find you a job, it perhaps comes as no surprise that
we need to share your details with our clients, who may
ultimately go on to be your future employer. This may
involve uploading your data onto our clients’ websites,
recruitment systems or sharing via email.

In all cases your consent is obtained and recorded on a
specific case-by-case basis. Our clients may choose to
contact you directly following this, to request additional
information and share their own privacy policy with you.

Third-party product providers

We work closely with various third-party product
providers to bring you a range of high-quality and reliable
services designed to meet your needs.

Core-Asset’s third-party providers are exclusively
software providers that provide us with software solutions
allowing us to perform our services.

They provide applications such as our email system,
database, electronic forms, website, and finance
systems. These third parties will not control your data,
nor will they have unsolicited access to it.

They do, however, assist us in providing the online
security protections that keep your data safe and secure.
Core-Asset performs regular risk assessments and
monitoring of the effectiveness of the online protections
our third parties provide.

We may transfer your personal information to a third
party:

e as part of a sale of some or all our business and
assets to any third party

e as part of any business restructuring or
reorganisation

e if we are under a duty to disclose or share your
personal data in order to comply with any legal
obligation

e to enforce or apply our terms of use

e to protect the rights, property or safety of our
supporters and customers.

However, we will take steps to ensure your privacy rights
continue to be protected.

In the event we are performing pre-employment
background checks, it is likely we will be sharing your
data with additional third-party providers such as credit
agencies, criminal record agencies, your previous
employers, and educational establishments.

In these cases, your additional consent will be obtained,
and a specific privacy statement provided.

Your choices

You have a choice whether you wish to receive
information from us and continue to use our services. If
you do not want to receive communications from us
about our recruitment services, you can request at any
time to be removed from our systems and exercise ‘the
right to be forgotten’.

Similarly, you have the right to request details of data we
currently hold by making what is known as a ‘subject
access request’, to which we will respond to within 30
days.

Any request can be made by emailing our DPO, Julie
Fraser at Julie@core-asset.co.uk.or by writing to us at
WeWork c/o Julie Fraser, Core-Asset Consulting, 80
George Street, Edinburgh, EH2 3BU. Please ensure you
mark your correspondence ‘Right to be Forgotten’ or
‘Subject Access Request'.

We do not intend to contact you for direct marketing
purposes by email, phone, or text message. We will only
contact you for the purposes identified in the ‘How is
your information used?’ section above.

How you can update your information

The accuracy of your information is important to us. We
are working on ways to make it easier for you to review
and correct the information that we hold about you.

In the meantime, if any of your information changes, or
any of the information we hold is inaccurate or out of
date, please email us at recruitment@core-asset.co.uk
or write to Core-Asset Consulting at WeWork c/o Core-
Asset Consulting, 80 George Street, Edinburgh, EH2
3BU. Alternatively, please contact your consultant at
Core-Asset.
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Processing of your personal data under UK
GDPR

As a recruitment business offering a wide range of
services, Core-Asset processes personal data in relation
to our staff, candidates, and client contacts. It is vitally
important that we abide by the principles of the UK
General Data Protection Regulation (UK GDPR) and UK
Data Protection Act 2018 set out below.

Principles relating to the processing of personal data
under UK GDPR

Lawfulness, Personal data shall be processed

fairness and lawfully, fairly and in a transparent

transparency manner in relation to the data
subject

Purpose Personal data shall be collected for

limitation specified, explicit and legitimate

purposes and not further processed
in a manner that is incompatible
with those purposes

Data Personal data shall be adequate,
minimisation relevant, and limited to what is
necessary in relation to the
purposes for which they are
processed

Accuracy Personal data shall be accurate
and, where necessary, kept up to
date

Storage Personal data shall be keptin a

limitation form which permits identification of

data subjects for no longer than is
necessary for the purposes for
which the personal data are
processed

Integrity and Personal data shall be processed in
confidentiality | a manner that ensures appropriate
security of the personal data,
including protection against
unauthorised or unlawful processing
and against accidental loss,
destruction or damage, using
appropriate technical or
organisational measures
Accountability | The controller shall be responsible
for, and be able to demonstrate
compliance with the UK GDPR

For more information about how we abide to each
principle, please request our Data & Information Security
policy document by contacting our DPO, Julie Fraser at
Julie@core-asset.co.uk.

Legal basis to process your data

Core-Asset will process your data under the “Express
Consent” legal basis — which means you have directly
consented to us processing your data for the purposes of
finding you a job or conducting employment background
checks — by way of our consent forms or on the phone.

If you have not provided express consent or your consent
has not been recorded in our database but are going
through our recruitment process (i.e. your CV has been
sent to a client or you are going through the interview
process), we will process your data under the “legitimate
interest” legal basis.

We may also process your data under the “legal
obligation” basis for any data that we are required to
keep under current legislation (i.e. PAYE information for
our employees and contractors).

Security precautions in place to protect the
loss, misuse or alteration of your
information

When you give us personal information, we take steps to
ensure that it is treated securely.

Your details are most likely to be transmitted to us over
the Internet, and this can never be guaranteed to be
100% secure. As a result, while we strive to protect your
personal information, we cannot guarantee the security
of any information you transmit to us, and you do so at
your own risk.

Once we receive your information, we make our best
effort to ensure its security on our systems — a more
detailed description of our security controls can be found
in our Data & Information Security policy document,
which is available upon request by contacting our DPO,
Julie Fraser at Julie@core-asset.co.uk.

Profiling

Profiling does not form part of our services, except some
elements of our pre-employment vetting services (such
as a financial probity check). In the event we are
required to use your data for such purposes, your
specific consent will be obtained fully explaining the
justification for doing so.

Note: Profiling is (a) the automated processing of
personal data; and (b) using that personal data to
evaluate certain personal aspects relating to a natural
person.

Specific examples include analysing or predicting
“aspects concerning that natural person’s performance
at work, economic situation, health, personal
preferences, interests, reliability, behaviour, location or
movements.”

Use of ‘cookies’

Like many others, Core-Asset Consulting’s website uses
cookies. ‘Cookies’ are small pieces of information sent
by an organisation to your computer and stored on your
hard drive to allow that website to recognise you when
you visit.

They collect statistical data about your browsing actions
and patterns and do not identify you as an individual.

For example, we use cookies to store your browsing
preferences. This helps us to improve our website and
deliver a better and more personalised service.

It is possible to switch off cookies by setting your
browser preferences. For more information on how to
switch off cookies on your computer, visit our full cookies
policy. Turning cookies off may result in a loss of
functionality when using our website.
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Transferring your information outside of
the UK

As part of our services, some of the information which
you provide to us, on occasions, may be transferred to
countries outside the United-Kingdom (UK).

For example, this may be when we need to perform a
pre-employment background check if you have lived and
worked overseas, and we need to verify this. If so, your
specific consent will be obtained prior to us doing so.

When selecting software suppliers, we ensure we work
with vendors who operate servers within the UK, as it
gives us certain assurances your data will be protected
by the same data protection laws.

However, there could be rare occasions when we need
to engage with software providers who, from time to
time, are in a country outside of the UK, including the
European Union (EU). These countries may not have
similar data protection laws to the UK. By submitting
your personal data, you are agreeing to this transfer,
storage, or processing.

If we transfer your information outside of the UK in this
way, we will take steps to ensure that appropriate
security measures are taken, with the aim of ensuring
your privacy rights continue to be protected as outlined
in this policy. These measures range from checking the
adequacy decisions in place with third countries, to
requiring International Data Transfer Agreements from
our clients and suppliers.

If you use our services while you are outside the UK,
your information may be transferred outside the UK to
provide you with those services.

Making a complaint

In the event you wish to make a complaint about
anything regarding the processing and retention of
your data, please in the first instance contact our Data
Protection  Officer, Julie Fraser (Julie@core-
asset.co.uk).

If you are unhappy with the response from Core-Asset’s
DPO, or if you need any advice, you should contact the
Information Commissioner’s Office (ICO) on the number
below:

ICO helpline: 0303 123 1113
Review of this policy

We keep this policy under regular review. This Policy
was last updated in July 2024.

People, the core asset of every business
CORE-ASSET CONSULTING 80 George Street, 3 Floor, Edinburgh EH2 3BU
t: 0131 718 4600 e: recruitment@core-asset.co.uk w: core-asset.co.uk

This material is published by Core-Asset Consulting for information purposes only and should not be regarded as providing any specific advice. Recipients should make their own
independent evaluation of this information and no action should be taken, solely relying on it. This material should not be reproduced or disclosed without our consent. It is not
intended for distribution in any jurisdiction in which this would be prohibited. Whilst this information is believed to be reliable, it has not been independently verified and therefore
makes no representation or warranty (express or implied) of any kind, as regards the accuracy or completeness of this information, nor does it accept any responsibility or liability
for any loss or damage arising in any way from any use made of or reliance placed on, this information. Unless otherwise stated, any views, forecasts, or estimates are solely those
of Core-Asset Consulting as of this date and are subject to change without notice.


mailto:mike%40core-asset.co.uk?subject=Data%20Protection%20Policy
mailto:mike%40core-asset.co.uk?subject=Data%20Protection%20Policy
mailto:mike%40core-asset.co.uk?subject=Data%20Protection%20Policy

